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JavaScript Races: Is It Even Possible?



Asynchrony in JavaScript: A Short Primer

setInt ck(doSomething);l
et Asynchronous XmlHttpRequest

(XHR) Network Calls

A JNouUS-user events
sact to button clicks me/data.json”);

Lg' conreaaystatecnange = parseresult(result);

|$.getJSON(“http://server_name/data.json”,parseResult(result)); |
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JavaScript Race Example: Memory

<html>
<script>
var localVar = “http://server name/data.json”
var urll = localVar;
S.getJSON( urll, function(result){
localVar = getUrl(result);});

</script>

:script> Refres h

var url2 = localVar;

S.getJSON( url2, function(result){
localVar = getUrl(result);});

</script>

<body>
alert(localVar);
</body>
</html>
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Cookies: Example of Persistent Data Storage

Q /] Elements Network Sources Timeline Profiles | Resources| Audits Console

» B3 Erames a | Name Value | .. | P¥ | Expires / Max-Age
£3 Web sqL __utma | 91407886.149894489.1432560967.1441172552.14... | ... |/ |2017-09-01T10:32:14.000Z
; ilndexedDB __utmc 91407886 . e |l Session
_utmz 1 91407886.1432560967.1.1.utmcsr=(direct)lutmcc... |... |/ |2016-03-02T722:32:14.000Z

> &5 Local Storage

> B8 Session Storage | |

¥ 53 Cookies
:;I:‘ AT T 5.c _,<.~ ‘._; saag ‘;

www.facebook.com

platform.twitter.com
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JavaScript Race Example: Cookie

<html>

<script>

S.getJSON(S.cookie(‘url’), function(result){
S.cookie(‘url’, getUrl(result));

1;

</script>

<script> —
S.get)SON(S.cookie(‘url’), function(result){
S.cookie(‘url’, getUrl(result));

1;

</script>

<body>
alert(S.cookie(‘url’));
</body>

</html>
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JavaScript Race Example: Cookie

<html> \I
<script>
$.getJSON(S$.cookie(‘url’), function(result){

S.cookie(‘url’, getUrl(result)); L J
N;
</script> Refre S h
;-script> - L 4

S.get)SON(S.cookie(‘url’), function(result){
S.cookie(‘url’, getUrl(result));

1;

</script>

<body>
alert(S.cookie(‘url’));
</body>

</html>
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Not All JavaScript Races Are Made Equal

Existing work on race
detection in JavaScript
[EventRacer!!], Wave!?]] Somewhat

Persistent but
vVery rare

common but
benign

[1] Raychev et. al. “Effective race detection for event-driven programs”, OOPSLA’13
[2] Hong et. al. “Detecting concurrency errors in client-side JavaScript web applications”, ICST’14
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Research Questions?

* RQ1: How common are races on persistent state
such as document. cookie, localStorage, and
side-effects such as POST requests?

* RQ2: How common are races on session state,
such as sessionStorage which is cleared on
browser restarts?

* RQ3: How common are races on transient state
such as memory locations and DOM elements?
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Analysis Technique



Analysis Tradeoffs

* Collect traces dynamically by instrumenting Firefox browser
* Analyze traces statically for possible data races

You are here

Static analysis ‘ Dynamic analysis
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Firefox Instrumentation

* Instrumented Firefox for recording
— Memory read-writes
— Persistent state read-writes (document.cookie, localStorage etc.)
— Session state read-writes (sessionStorage, DOM state etc.)
— Asynchronous callback block begin-end

* Around 430 lines of instrumentation code spanning
— Cross platform component objects (XPCOM)
— Gecko (Layout Engine)
— SpiderMonkey (JS Engine)



Firefox Instrumentation

Static source code

//

Runtime execution trace

<html>

<script>
var xhr = new Xhr();
xhr.open(’’, false); w==

xhr .onreadystatechange = function(){ !?hib—>
document .cookie = ’variw=1’;

)

xhr.send(); =

//for(i=0;1<10000000; 4i+4+) console.trace(i);
</script>

<!-- <input id='mydiv' /> -->
<script>
document.cookie = 'varl=2"';

</script>

<script>
var xhr2 = new Xhr();
xhr2.open(’’, false);
xhr2.onreadystatechange = function(){
document . cookie = 'varl=3’;
¥;

xhr2.send ();
</script>
</html>
Put your code here.

/7

//

/1l
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'rhEAD PROP ID[99044816] = "open" : JSFunction
2|IXHR [0000001] Open GET
Z|fREAD PROP 1D ([98817648] = "send unction
ZIWHR _[000000 and
5| XHE 000000 3 back

BEGIN XHR_Callback [0000001

READ ID[235205312] = document JSObject

S8 WRITE PROP ID[242159440] = cookie
9 Cookie [1020D800] Write "vari=1i"
O/END XHR Callback [0000001]

JSInteger (1)

WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=2"

JSInteger (2) ]

16| READ PROP ID[99044816] = "open"
17| XHR [0000002] Open GET

18| READ PROP ID[98817648] = "send"
19| XHR [0000002] Send

JSFunction

JSFunction

EGIN XHR_Callback [0000002]

READ ID[235205312] = "document"

w W

READ PROP ID[108330176] = "readyState":

2

2 WRITE PROP ID[242159440] = "cookie"
254 Cookie [1020D800] Write "var1=3"
26\END XHR_Callback [0000002]

JSInteger (4
JSObject
JSInteger (3)
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Happens-Before Relation in JavaScript



Happens-Before: Sequential Blocks

ScriptBlockl

ScriptBlock2

= O O 00O NOY OV b W N =

[

</script>

ScriptBlockl €& ScriptBlock?2
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9/28/2015

Happens-Before: User Interactions

0 ~NO O WN =

<script>
~ - () -

buttonl.onClick (function (){

ButtonClickl

state = 1;
} .
button2.onClick (function (){

- ButtonClick?2
state = 2;

</script>

ButtonClickl €& ButtonClick?2
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Happens-Before: Chained XHR Blocks

—

1
2
3
=
o
6
7
8
9
0
|

—

var xhrl = new XmlHttpRequest ();
xhrl.open("GET", "http://www.data.com/mydata.json")

xhrl.onreadystatechange = function (e, d) {

var xhr2 = new XmlHttpRequest ();

xhr2.open("GET", "http://www.data.com/data. json");
xhr2.onreadystatechange = function (e){

¥
xhr2.send (null);
i ¥

xhrl.send (null);
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xhrl.onreadystatechange <& xhr2.onreadystatechange
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Analysis Rules

* Define potential races in terms of flow
— Track data flow to sensitive locations

— Determine when values propagated depends

on event order

* General outline/intuition:
— Algorithm parses trace line-by-line
— Keep happens-before relation between blocks
— Values written recorded into memory maps
— Merge values written by concurrent blocks

9/28/2015
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Evr-HANDLER-BEGIN
A = HandlerBegin(id) HB' = TransClose(HB U {(idEw, id)})

(V, HB., P, idseq, idgw) = (V, HB', P, idseq, idput)
Evr-HANDLER-END
A = HandlerEnd(id) i.d;:ul = id

(V. HB, P, idseq, idpu) = (V. HB, P, idseg, id)s,,)

SEQ-BLK-BEGIN
A = SeqBegin(id) HB' = TransClose(HB U {(2dsey.2d)})

(V, HB, P, idsey, idgu) — (V, HB', P, idsey, id £ut)

SEQ-BLK-END
A = SeqEnd(id) id;'q =id

(V,HB, P, idsey, idgu) = (V, HB, P, idy,,, idu)

XHR-PosT
A = post(url, id, id;,, vl, varsRd)
P’ =P U {(v.id)|v € varsRd} HB' = HB U {(idin, id)}

(V. HB, P, idsey, idgu) —> (V, HB', P, idse, idgu)

XHR-SEND
A = zhrSend(id, id;,) HB' = TransClose(HB U {(idin,id)})

(V, HB, P, idsey, idgu) —> (V, HB', P, idsey, idgu)

CB-BEGIN
A = CBBegin(id) x'd'(.n = id

(V,HB, P, idcp, idsey, idgn) = (V, HB, P, id'g, idsey, idgu)
KEY-WRITE

A = keyWr(kv, ky, vl, varsRd, id)
V' = V[(kv, ky) := V(kv, ky) U {(vl. id)}
vl',id’)|id' « id or id' = id
(

(V, HB, P, idsey. idgn) — (V' HB, P, idsey, id gut)

KEY-REMOVE
A = keyRm(kv, ky, id)
V' = V[(kv, ky) := V(kv, ky) U {(Ly, id)}
\{(wl',id")|id" + id or id' = id}]

(V. HB, P, idcp, idse, idga) = (V' HB, P, idcp, idse: id gu)
WRITE
A = varWrite(v, vl, id)
V' = V[(v) := V(v) U {(vl,id)} \ {(vl',id")|id" « id or id’ = id})
(V, HB, P, idseq. idgu) = (V' HB, P, idseq, idgu)

SET-DOM

A\ = setHTML(hEIlt, hVal), id)
V' = V[(hElt) := V(hEIlt) U {(vl, id)}
\{(vl', id")|id’ + id or id" = id}]

(V, HB. P, idsey, , idgot) = (V', HB, P, idse, idgu)
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Race Detection Mechanism

1| READ PROP ID[99044816] = "open"
2| XHR [0000001] Open GET

3| READ PROP ID[98817648] = "send"
4 XHR [0000001] Send

COOkIe Key Values 5| XHR [0000001] Callback

9/28/2015

6/ BEGIN XHR_Callback [0000001]

7 - 2

8] WRITE PROP ID[242159440] = cookie
9] Cookie [1020D800] Write "vari=1"

JSFunction

JSFunction

t

JSInteger (1)

11| READ ID[235205312] = document

12| WRITE PROP ID[242159440] = cookie
13| Cookie [1020D800] Write "vari=5"
14| END XHR_Callback [0000001]

JSObject

JSInteger (1)

16| READ ID[235205312] = document : JSObject

17| WRITE PROP ID[242159440] = cookie
18| Cookie [1020D800)] Write "vari=2"

20| READ PROP ID[99044816] = "open"
21| XHR [0000002] Open GET

22| READ PROP ID[98817648] = "send"
23| XHR [0000002] Send

24| XHR [0000002] Callback

25| BEGIN XHR_Callback [0000002]

JSInteger (2)

JSFunction

JSFunction

26| READ PROP ID[108330176] = "readyState": JSInteger (4)

27| READ ID[235205312] = "document"

JSObject

28| WRITE PROP ID[242159440] = "cookie" : JSInteger (3)

29 Cookie [1020D800] Write "vari=3"
30| END XHR_Callback [0000002]
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Race Detection Mechanism

varl {1,[000001]}

9/28/2015

O B WA -

0 ~N O,

26
27
28
29
30

READ PROP ID[99044816] = "open" JSFunction
XHR [0000001] Open GET
READ PROP ID([98817648] = "send" JSFunction

XHR [0000001] Send

XHR [0000001] Callback

BEGIN XHR_Callback [0000001]
WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=1"

JSInteger (1)

READ ID[235205312] = document
WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "wvari=5"
END XHR_Callback [0000001]

READ ID[235205312] = document
WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=2"

JSObject

JSInteger (1)

JSObject

JSInteger (2)

READ PROP ID[99044816] = "open" JSFunction
XHR [0000002] Open GET
READ PROP ID[98817648] = "send" JSFunction

XHR [0000002] Send
XHR [0000002] Callback
BEGIN XHR_Callback [0000002]

READ PROP ID[108330176] = "readyState":

READ ID[235205312] = "document"
WRITE PROP ID[242159440] = "cookie"
Cookie [1020D800] Write "vari=3"
END XHR_Callback [0000002]

JSInteger (4)
JSObject
JSInteger (3)
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Race Detection Mechanism

varl {5,[000001]}

Overwrite values with the
happened-before block updates

9/28/2015

26
27
28
29
30

READ PROP ID[99044816] = "open"
XHR [0000001] Open GET

READ PROP ID[98817648] = "send"
XHR [0000001] Send

XHR [0000001] Callback

BEGIN XHR_Callback [0000001]

READ ID[235205312] = document
WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "wvari=1"

WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=5"

JSFunction

JSFunction

JSObject
JSInteger (1)

JSInteger (1)

LO000001 )

READ ID[235205312] = document
WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=2"

READ PROP ID[99044816] = "open"
XHR [0000002] Open GET

READ PROP ID[98817648] = "send"
XHR [0000002] Send

il XHR [0000002] Callback

BEGIN XHR_Callback [0000002]

READ PROP ID[108330176] = "readyState":

READ ID[235205312] = "document"

WRITE PROP ID[242159440] = "cookie"

Cookie [1020D800] Write "vari=3"
END XHR_Callback [0000002]

JSObject

JSInteger (2)

JSFunction

JSFunction

JSInteger (4)
JSObject
JSInteger (3)
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Race Detection Mechanism

varl {5,[000001]}
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[

o

26
27
28
29
30

READ PROP ID[99044816] = "open" JSFunction
XHR [0000001] Open GET

READ PROP ID([98817648] = "send" JSFunction
XHR [0000001] Send

XHR [0000001] Callback

BEGIN XHR_Callback [0000001]

READ ID[235205312] = document JSObject

WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=1"

JSInteger (1)

= . i+

WRITE PROP ID[242159440] = cookie JSInteger (1)
Cookie [1020D800] Write "wvari=5"

_Ca ac U1]
READ ID[235205312] = document
WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=2"

JSObject
JSInteger (2)

READ PROP ID[99044816] = "open" JSFunction
XHR [0000002] Open GET
READ PROP ID[98817648] = "send" JSFunction

XHR [0000002] Send

XHR [0000002] Callback

BEGIN XHR_Callback [0000002]

READ PROP ID[108330176] = "readyState": JSInteger (4)
READ ID[235205312] = "document" JSObject

WRITE PROP ID[242159440] = "cookie" JSInteger (3)
Cookie [1020D800] Write "vari=3"
END XHR_Callback [0000002]
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Race Detection Mechanism

varl {5,[000001]}, {2,[000000]}

Merge values from concurrent
block updates

Multiple values in a state
points out to a presence of
scheduling dependencies

9/28/2015

O OO0 N D WA e

[ N
-0

13
14
15
16

18
19
20

22

w

WNNNNNNNDND
O WO~ &

Q

READ PROP ID[99044816] = "open"
XHR [0000001] Open GET

READ PROP ID[98817648] = "send"
XHR [0000001] Send

XHR [0000001] Callback

BEGIN XHR_Callback [0000001]

READ ID[235205312] = document
WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=1"

JSFunction

JSFunction

JSObject
JSInteger (1)

READ ID[235205312] = document
WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=5"
END XHR_Callback [0000001]

JSObject
JSInteger (1)

D _ID[235205312] = document

IQﬂhiﬁrf

WRITE PROP ID[242159440] = cookie
Cookie [1020D800] Write "vari=2"

JSInteger (2)

READ PROP ID[99044816] = "open"
XHR [0000002] Open GET

JSFunction

READ PROP ID[98817648] = "send" JSFunction
XHR [0000002] Send
4l XHR [0000002] Callback
BEGIN XHR_Callback [0000002]
READ PROP ID[108330176] = "readyState": JSInteger (4)
READ ID[235205312] = "document" JSObject
WRITE PROP ID[242159440] = "cookie" JSInteger (3)

Cookie [1020D800] Write "vari=3"
END XHR_Callback [0000002]
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Evaluation



Evaluation

* Used 26 web sites from Alexa top 4,000 that use XHRs
heavily

* Collected traces by browsing web sites manually using
instrumented Firefox

* Analyzed with our race detection mechanism



Benchmarks: Web Sites That Use XHR Heavily

XHR Persistent state writes | Session state writes DOM writes
o
foe o o o 4 o =
= = H )

g 3 P P g A T 3q B

a 9 < ; 3 2 2 g2 o g NH = 2

o a &2 T o o e 0 T w o T o w 8 T—x T T

= 2 25 §5| % 3% §E| 7 3% |G 335 | : 3% ES 3

Web site ¥ X X6 z3 | © =28 zg| &8 =38 H Z &4 i 28 Bz =2

mlbmibcom [ 2525 0[5 7 07 31w 2] 5 &m0

wireless.att.com 31 79 902 8 60 5
aljazeera.net 1‘7 2| 24 0 () () O 0 1.09= 46 7
bild.de 32 32 1| 75 11 0| 515 ' / y 17 164 0
eltiempo.com 10 10 81 0 0] 521 60 2 72 0
fedex.com.us 10 10 \ 1 0 2 251 25 172 0
fujitv.co.jp 41 41 122 0| 27 : 0 172 22 34 0
gazetta.it 22 2 A7 0l 68 119 24 52 0
girlsgogames.com 18 }}, \ 21 8 43 0
imdb.com 4 66 3 42 0
milliy('let.cgm.tr 7 51 19 2‘120 143
myvideo.de 20 86 0 3 0
nasa.gov 35 703 82 62 8
ntv.com.tr 10 DOM State updated frequently 112 3 66 0
nytimes.com 8 35 0 46 0
optimum.net 29 426 258 182 21
politico.com 27 2\ / 110 19 248 10
premierleague.com || 21 21 10T U 31 U U U U U U 223 11 47 0
radikal.com.tr 13 11 20 0] 111 0 0| 33 0 2 0 85 5 989 0
sports.ru 28 28 90 1| 48 0 0| 84 0 0 0 1288 58 52 1
Sporx.con 5 5 0 0| 33 0 0| 31 0 0 0 49 0 38 0
tvguide.com 15 15 26 21 90 6 0| 15 0] 23 0 728 586 57 0
welt.de 23 23 44 1112 0 0 | 366 0 4 0 546 19 68 0
zaobao.com 37 37 121 0| 83 0 0 0 0 0 0 127 36 125 78
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Trace Statistics

-

Size of the traces are n

small and well sui
compressiot

-

The analysis can be applied online
given the analysis time vs

.

] .8 v — —
N 0N B S v
&z g @ g8 23
O~ Bo~ | Bog -
@ EZR | 2B EZ
- M [ = ary =y
Website xS ORZ M= 4
www.imdb.com 14.28 1.21 58 2
www.zaobao.com 30.75 1.40 38 6
news.qq.com 30.77 1.01 7 4
WWW.Sporx.com 37.49 1.92 49 6
www.nytimes.com 40.58 1.26 47 8
)
/| /]

I . ;
WWiw.lalllnai.Lullii.ul by .41 AVL i
www.fedex.com.us 44 3.30 58 19
www.milliyet.ce 95.78 3.93 133 16
wWwWwW 104.82 4.38 121

125.11 5.39 22°

browsing time ratio

(JO

/
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Detected JS Races

.

Detected over
600 benign races on

yrmful

621

transient + DOM state

' o
g a0 +
o ) © =
o o) M Q ()
o @ 0 g )
. ~ +© — ©
£ 0 0 = 2 >y 0
Web site -~ 5 & v H o
edition.cnn.com g ﬁ a s S E E
mlb.mlb.com 0 0 0 o o, ) 0
"WS.(](1.C . e} o} o =i = O
:r(i;'\cslt.'(b]';l.:1;.)112011‘1 Web Slte O — 0 D = 2 -
www.aljazeera.net
wiww.bild.de Totals 15 1 3 || 34 13 || 561 13
www.eltiempo.com
www.fedex.com.us E :19 E :47 \\:5 74
www.fujitv.co.jp
www.gazetta.it 2 U U ) o101V
WWW 5:11\ ogames.com || 2 0 ) 0 0
ASSAR LAY 0 ‘ ANralataal ] ()
0 200
0
0
0 100
Detected only 1
0 —
19 harmful races on 0 °
[ ] [ ] 6
persistent + session state .
5 B Persisten

Pz
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Conclusions

* We advocate a differentiation between benign and harmful data
races in JavaScript web applications

* We propose a lightweight hybrid exploration algorithm for
finding data races in runtime traces of JavaScript programs

* We find and investigate a total of 19 harmful and 621 benign
races in 26 web sites, with only 2 observed false positives



Returning to Research Questions

RQ1: Races on persistent state are quite
uncommon, with only 16 for 26 sites

RQ2: Races on session state are also
uncommon (only 3 races observed), in
part because session state is used not as
frequently as cookies

RQ3: Races on transient state are
considerably more frequent (527 for 26
sites)

700

600

500

400

300

200

100

Benign vs. Harmful

621

16 3

Races

B Persistent State Session State Transient State



Replication Package

* Replication package available with following contents:

— Race detector
— Instrumented Firefox executable
— Collected traces of our benchmark web sites

— Evaluation scripts

* msrc.ku.edu.tr/projects/detecting-javascript-races-that-matter
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QUESTIONS?



False Positives: optimum.net

XHR [126F0800] Send

READ 1D [235205312] = document : JSObject

WRITE PROP ID[242159440] = cookie : JSString }
(1)

Cookie [1020D800] Write "fsr.s=%7B%22v2%22%7D"

READ _ID[2352053121 = _document . ISObiect

00 ~N O U WN =

WRITE PROP ID[242159440] = cookie : JSString
9] Cookie [1020D800] Write "fsr.s=)7B%22v2%22%2C%7D" (2)

L Cookie updated with

11| XHR [126F0800] Callback

12| BEGIN XHR_Callback the event happenEd N
13| ...

14| READ ID[235205312] = document : JSObject

15| READ PROP ID[242159440] = cookie : JSInteger — (3) the Web page

16 "fsr.s=Y%7B%22v2%22%2CY%7D"

171 ...

18 BE‘“ TNDI2*62901°2 1 = dg;nmenf . TQn'h:Hr‘f

19] WRITE PROP ID[242159440] = cookie : JSString
20] Cookie [1020D800] Write

21 "fsr.s=%7BA22v2%22%2C%22%3A147D" (4)

22| END XHR_Callback
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